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Operational Security Considerations for IPv6 Networks

Abstract

Knowledge and experience on how to operate IPv4 networks securely is
available, whether the operator is an Internet Service Provider (ISP)
or an enterprise internal network. However, IPv6 presents some new
security challenges. RFC 4942 describes security issues in the
protocol, but network managers also need a more practical,
operations-minded document to enumerate advantages and/or
disadvantages of certain choices.

This document analyzes the operational security issues associated
with several types of networks and proposes technical and procedural
mitigation techniques. This document is only applicable to managed
networks, such as enterprise networks, service provider networks, or
managed residential networks.
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Protocol Politics
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Technical Criteria for Choosing
IP The Next Generation (IPng)

Status of this Memo
This memo provides information for the Internet community. This memo
does not specify an Internet standard of any kind. Distribution of

this memo is unlimited.

Abstract

This document was submitted to the IPng Area in response to RFC 1550.
Publication of this document does not imply acceptance by the IPng
Area of any ideas expressed within. Comments should be submitted to
the big-internet@munnari.oz.au mailing list. This RFC specifies
criteria related to mobility for consideration in design and

selection of the Next Generation of IP.
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Internet Protocol, Version 6 (IPvé6)
Specification

Status of this Memo

This document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
improvements. Please refer to the current edition of the "Internet
Official Protocol Standards"” (STD 1) for the standardization state
and status of this protocol. Distribution of this memo is unlimited.

Abstract

This document specifies version 6 of the Internet Protocol (IPvé6),
also sometimes referred to as IP Next Generation or IPng.




Pls design an Internet Protocol similar to IPv4 but with
more address space

How would you like the design delivered?

Spec document

What address width should the protocol use?
64-bit

How closely should it track IPv4's design philosophy?

Stay close to IPv4
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# Internet Protocol, 64-bit Addressing (IP64)

*xkProtocol Specification — Draft 1xx
Author: Enno Rey -+ September 2026 - Status: Experimental

## Abstract

IP64 is a network-layer protocol derived directly from the Internet Protocol version 4 (RFC
791). It retains IPv4's packet model, header semantics, fragmentation mechanism, option format,
header checksum, and time-to-1live handling, and changes one thing of substance: the source and
destination address fields are widened from 32 bits to 64 bits, raising the address space from
2732 (=4.3 x 1079) to 2764 (=1.8 x 10719) addresses.

The design goal is that any correct IPv4 implementation can be turned into an IP64
implementation by changing the address type and the header length constants, and that a
stateless IPv4oIP64 translator can be written in a few dozen lines. Everything IPv4 got right 1is
kept; the address shortage 1is fixed; nothing else 1s redesigned.

## 1. Introduction
### 1.1 Motivation

IPv4's 32-bit address space was exhausted at the registry level between 2011 and 2019. The
deployed remedy, IPv6, solved the address problem but bundled it with a substantially different
header, a new neighbor discovery protocol, new autoconfiguration semantics, and a new
operational model, which is a large part of why adoption took decades. IP64 explores the




Network Working Group S. Deering, Xerox PARC
Request for Comments: 1883 R. Hinden, Ipsilon Networks
Category: Standards Track December 1995

Internet Protocol, Version 6 (IPvé6)
Specification

Status of this Memo

This document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
improvements. Please refer to the current edition of the "Internet
Official Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this memo is unlimited.

Abstract

This document specifies version 6 of the Internet Protocol (IPvé6),
also sometimes referred to as IP Next Generation or IPng.







1st IPvé6 Security Tooling (22C3, 2005)
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IPve Router Advertisement Guard

Abstract

Routed protocols are often susceptible to spoof attacks. The
canonical solution for IPv6é 1s Secure Neighbor Discovery (SEND), a
solution that is non-trivial to deploy. This document proposes a
light-weight alternative and complement to SEND based on filtering in
the layer-2 network fabric, using a variety of filtering criteria,
including, for example, SEND status.
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Yet another update on IPvé6 security - Some notes from the IPv6-Kongress in Frankfurt

A couple of hours ago Christopher (Werny) and | gave this presentation well-organized event bringing together a number of practitioners

from the field. While yesterday's talks were dominated by a certain euphoria and optimistic pioneer spirit, the second day featured some

security talks which induced slight shadows to the brave new world of IPvé ;-]. | particularly enjoyed meeting Eric Vyncke from Cisco (one

of the two authors of this great book]) and Marc “van Hauser” Heuse who released a new version of the THC-IPVé tool set today. We had

some fruitful discussions and we took the opportunity to test some of his newly implemented attacks against "RA Guard” running on a

4948E Chris and | had brought for a demo within our talk. Unfortunately - or fortunately in terms of a “from theory to reality” approach - |

have to say that Marc found a quite clever way to circumvent RA Guard by putting the actual "RA payload” into a second frame following a

first one mostly containing a “long & empty” destination option (after a fragmentation header pointing to the mentioned second one). To

get an idea pls see these screenshots from Wireshark.
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Public on July 10, 2012

Last modified on June 27, 2026,
1:49:39 PM UTC

Description Statement Affected Packages CVSS Sc;q

Description

From CVE.org

net/ipv6/netfilter/nf_conntrack_reasm.c in the Linux kernel before 2.6.34, when the
nf_conntrack_ipv6 module is enabled, allows remote attackers to cause a denial of
service (NULL pointer dereference and system crash) via certain types of
fragmented IPv6 packets.
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- Variable types
- Variable sizes
- Variable order

- Variable number of
occurrences of each one.

| | IPvé = flv,w,x,y,z,)
- Variable fields

06/08/14 © ERNW GmbH | Carl-Bosch-Str. 4 | D- 69115 Heidelberg
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(or 'one passionate engineer's fight
against the protocol priesthoodg

5. Specification

Nodes MUST NOT employ IPv6é fragmentation for sending any of the
following Neighbor Discovery and SEcure Neighbor Discovery messages:

o Neighbor Solicitation
Neighbor Advertisement
Router Solicitation
Router Advertisement
Redirect

Certification Path Solicitation




Geijtige Arbeit als Beruf

BVortrdge vor bem

Freiftudbentifden B I
ftubentifden Bunbd Max Weber (in Paraphrase von Hartmut Rosa):

~______"Al kannuns nicht sagen, wie wir leben und
welche Werte wir verfolgen wollen."

Erfter Vortrag

Drof. May Weber

(RiErdpen)

Wiffenfdaft ald Veruf

Max Weber (paraphrased by Hartmut Rosa):
- "Al cannottell us how to live,
nor which values are worth pursuing."

WMinden und Leipaig
Derlag von.-Dunder & Humblot
1919
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Hindsight is 20/20

From a security perspective, which things should have been done
differently in the initial IPvé specification as of RFC 18837

Looking at RFC 1883 (December 1995) with thirty years of hindsight, most of
the security problems trace back to a few architectural choices rather than to
any single field. The IETF has spent the intervening decades patching each of
them individually, which is itself the strongest evidence that the original
design should have been tighter.

The biggest one is the extension header model. RFC 1883 made the header
chain an unbounded, arbitrarily ordered linked list of variable-length blocks,
without a common TLV format for unknown headers (that only came with RFC
6564 in 2012), without any cap on chain length or total size, and without
requiring that the whole chain fit into the first fragment (RFC 7112, 2014). The
consequence was that a stateless device — a firewall, a RA-Guard
implementation, an ACL in a router's fast path — could not reliably find the
upper-layer protocol, and the spec gave it no principled basis to refuse a packet
it could not parse. Practically every extension-header evasion technique
published from 2011 onwards (Atlasis, Gont, your own group's work) exploits
exactly this gap. A fixed order, alength ceiling, a uniform header format, and an
explicit "first fragment must contain the full chain and the transport header"
rule would have cost nothing in 1995.



